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BO CONGAN CONG HOA XA HQI CHU NGHIA VIET NAM
CONG AN TINH LAM DONG Péc lap — Tw do — Hanh phic
$6: 4196 /CAT-PAOS Lam Pong, ngay 0Fthdang 10 ndm 2025

V/v ting cudng bao dam an toan, an ninh
mang sau sy ¢O an ninh mang tai Trung tam
Thong tin tin dung QL]()L gia (CIC)

Kinh gui:
- Vin phong Tinh uy;
- Vin phong UBND tinh;
- Van phong Doan Dai bi¢u Quée hoi va HDND tinh;
- Cac S0, ban, nganh thudc tinh;
- Dang uy, UBND céc xa, phuong, dic khu;
- Cac ngéan hang, to chtre tin dung trén dia ban tinh.

Theo thong bao cua Bo Cong an, thoi gian gan day xay ra mot s vu viée
tAn cong mang, xam nhap, chiém doat dir lidu tai mot s6 hé thong thong tin trong
yéu trén ca nu’é'c trong do ndi 1én su ¢d an ninh mang xdy ra tai Trung tdm Thong
tin tin dunfj quoc, gia (CIC) thuéc Ngéan hang Nha nudc Viét Nam trong thang
9/2025; tiém an nguy co cao anh hudng dén an ninh dit liéu, an toan hoat dong
cua cac co quan, don vi, doanh nghiép. Trudce tinh hinh trén, thuc hi¢n chi dao
ctia Ban Chi dao An toan, an ninh mang qudc gia, Cong an tinh Lam Dong (Co
quan Thuong truc Tiéu ban An toan va An ninh mang tinh) trao doi, dé nghi cac
co quan, don vi c6 lién quan trén dia ban khan truong trién khai cac bién phap
phong ngura, bao dam an ninh mang, an toan thong tin va an ninh dir li¢u trén
khong gian mang, cu thé nhu sau:

1. Chu dong ra soat toan bo hé théng mang, phén mém va co so dir liéu; kiém
tra, danh gi an toan doi véi toan b hé thong thong tin, ha ting cong nghé thong
tin, img dung, dich vu truc luyén; kip thoi khac phuc cac diém yéu, 16 héng bao
mat, cap nhat ban va bao mat mai nhat. Thuc hién nghiém quy dinh bao dam an
toan, an ninh mang (bao gom quan ly mat khau, phan quyén truy cap, ma hoa dir
lidu), trién khai cac giai phap phong chéng ma doc, tan cong c6 chu dich (APT);
dam bao tuan thu céc tiéu chuan an toan thong tin TCVN 14423:2025, thudc linh
vuc “An ninh mang - Y¢éu cau ddi voi hé thong thong tin quan trong”.

2. Tang cuong theo doi, giam sat an toan hé thng thong tin 24/7; phat hién
som, ngan chan kip thoi cac dau hiu tin cong mang, xam nhap trai phép, cai cam

ma ddc. Khi phat hién su ¢ hodc nguy co mat an toan, an ninh mang kip thoi xua
ly theo quy trinh, dong thoi trao doi ngay vé Cong an tinh (Co quan thudng truc
Tiéu ban An toan, An ninh mang tinh Lam I)f“mg) va Doi Ung ctru sur ¢d an toan
théng tin mang tinh (qua Phong An ninh mang va phong, chdng toi pham str dung
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cong nghé cao — Cong an tinh, sé dién thoai: 0693.449.407, cmail:
anninhmang(@lamdong.gov.vn) dé phéi hop Gmg ctu, han ché thiét hai. Thuong
xuyén céap nhat thong tin canh bao, khuyén nghi mai nhat vé an toan thong tin, an
ninh mang cua céc co quan chic nang cong b6 dé chu dong tng pho.

3. Tuyén truyén, pho bién dén can bd, cong nhan, vién chire, nguoi lao dong
thudc co quan, don vi quan ly chat ché tai khoan truy cép h¢ thdng; phan quyén,
kiém soét nghiém ngat viéc khai thac, su dung dir licu; khong luu trlr dir liéu nhay
cam trén thiét bi ca nhan, thiét bi khong dugce bao mat; thuc hién ma hoa, sao luu
dir lidu dinh ky. Quan triét can by, cong nhan, vién chuc, nguoi lao dong tuyét doi
khéng tu y tai, chia sé hodc st dung dir liéu cé nhan bi 19, rao ban trén khong gian
mang; trudng hgp phat hién ¢4 nhan hoac 16 chire mua bén, giao dich dir lidu ca
nhan trai phép thi ph01 hop ngay véi co quan Cong an xur ly theo quy dinh. Pong
thoi, nang cao tinh than canh giac trudc hoat dong cua tdi pham mang, tranh dé
bi loi dung nhiing thong tin néu trén thuc hién céc hanh vi phat tan ma doc, lua dao,
chiém doat tai san.

Cong an tinh L.am Ddng thong béo dé cac dong chi biét, phéi hop thuc hi%
Noi nhin: )
- D/c Chu tich UBND tinh — Truong Ticu ban
An toan, An n'inh mang (d¢ bao cdo);
- D/c Giam doc CA'T (d¢ bao cao):

- Nhu trén (dé phdi hop);
- Luu VT (PVO1, PAO5),NQV, b.

CT. GIAM })Qc

Dai t4 Huynh Ngoc Liém
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